





2. INTERPRETATION

2.1, In the event of any conllict between the provisions of this Confract, the GCC
and any Parfs aftached hereto, or any ottier document incorporated by
reference fo this Contfract, save to the extent expressty stated to the contrary,
such conflict will be resalved by giving precedence to such different parts of this

Confract in the following order of precedence:

2:.1.1.  first, the terms and conditions of the SCC;

2.1.2.  second, the ferms and conditions of the GCC;

2.1.3.  third, Parts and Annexures to this Contract; and

2.1.4.  fourth, any other documents incorporated by reference.

2.2, The provisions of this Confract supersede and replace the provisions of any

previous agreement entered into between the Parlies relating o the same

subject matter.

3.  APPOINTMENT AND DURATION

3l The Purchaser hereby appoinis the Supplier to perform the Scope of Work for

the Purchaser from the Commencement Date.

Untess terminated earlier in accordance with the provisions as setoutin the GCC

w
)

or any other provision in terms-of this Contract, this Confract shall commence on
the date of signature of this Contract by the Pary signing last in lime
(“Commencement Date”) until 3¢ June 2028.

4.  MUTUAL GOOD FAITH / CO-OPERATION

4.1, Within a reasonable fime from the Commencement Date, the Purchaser and
the Supplier shall jointly formulate and agree on a formal project and Service
delivery plan, setting out the details and timelines associated with the delivery

of the Services.

4.2. The Parties represent and undertake to do all such things, perform all such acts
and take all steps to procure the doing of all such things and the performance
of ail such acts, as may be necessary or incidental to give effect to the

execution of this Confract.




4.3,

The Parties shall at all fimes during the confinuance of this Contract observe the
principles of good faith fowards one ancther in the performance of their
obligations in terms of this Confract.

OBLIGATIONS OF THE PURCHASER

5.1

52.

5.3.

The Purchaser underiakes to perform its obligations in accordance with the
Supplier, inciuding but not limited to the Scope of Work {PART 4: SPECIFICATIONS)
read with the Supplier’s proposal attached as PART 9: SUPPLIERS PROPOSAL,
subject to the satisfactory fulflment of the obligations by the Supplier as set out

in this Contract,

The Purchaser shall moniter and evaluate the Supplier's performance in respect

of the Scope of Work.

The Purchaser will not conduct any activity of whatsoever nature which may be

detrimental fo the Supplier's reputation and goodwili.

OBLIGATIONS OF THE SUPPLIER

4.1, The Supplier hereby agrees and undertakes to perform the Services to the Purchaser
as set out in Scope of Work (PART 4: SPECIFICATIONS) read with the Supplier’s proposal
attached as PART 9: SUPPLIERS PROPOSAL.

6.2.

6.4.

6.5.

The Supplier will perform the Works as expeditiously as possible and furthermore
agrees and underfakes to perform the services in accordance with the.
operational requirements of the Purchaser.

The Supplier will ensure that the Works will be of a satisfactory quality and fit for

the agreed purpoese.

The Supplier shall, ensure that its employees, agents, representatives, sub-
contractors and suppliers comply with this Contfract and all applicable Laws in

the execution of the Works.

The Supplier will not conduct any activily of whatsoever nature which may be
detrimental fo the Purchaser's reputation and goodwill.




7.  PRICING DATA

7k The Confiract Price for the Works shall be as set out in the Pricing Data annexed
marked “PART 5: PRICING SCHEDULE".

7.2, The Supplier shall not be entitled to any other consideration for the rendering of

the Works other than as provided for in this Contract.
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SUPPLIER DETAILS

TENDER NO: 38585/202122

! VOLUME 2: RETURNABLE DOCUMENTS
(3) DETAILS OF TENDERER )
1. 1 Type of Entity {Please Tek one boxj
[} Individuat § Sote Proprietor {7} Ciose Corporation 1 Company
{7 Parnetship o Joint Venture or | 7 Trust 1 Qtner e cesrensm s r et i ks
£Y} Consartium i ]

1.2 Required Details (Please provide 2pplicable detuis s tull):

{ Name of Company / Close 1. .

! Corporationor ,:,Z',’Jf:‘:’;,ﬁfg e

& Parthersiig 7 Jont Veinute { ; Galias D Gompue Buereex Ji,n i
i Copsorliumor: - L First Techoningy Sipilsl {03 Lid

i Jndividual!So}n Pmprlutor

! -Ccmpagy i;C!oso.QQrpqmtlon S
registration number (il applicabla)

Postal address

l:.! {"Lde_“______ i

F'hysical address _

§
(Choson domtcliium citandi a1 I b
 exscuand) S D  romce B
Contact dmaitsof 1?1@ person CU ] Name: MeMs _
! .
: ;n:&:;trhonsed to ropresem (hu {Name & Sumame)
Telophone. TN —

| Ceftar Telsphone:

Emal I
address .

Incomd tax nimbeor

! VAT mglstrallo"n :r.n_'umb'or

i SARS Tax Compliance Status
PIN

i Cily of Cape Town Supphar
i Database Registration Number
| {See Conditwans of Tender}

i Nalional Treasury Céntral

: Supplier Database registration
; rwmbor {See Conditions of

i Tenider}

 — e erervermerre e







PART 1- AGREEMENT

TENDER NO: 3868/2021/22

i {4) FORM OF OFFER AND ACCEPTANCE |

TENDER 3865/2021/22 - SUPPLY INSTALL AND MAINTAIN A
PRODUCTIVITY SOLUTION FOR THE CITY OF CAPE TOWN]

OFFER: {TO BE FILLED iN BY TENDERER]}:

Required Dotails {Plcase provide appézable details in full):

[ Name of Tendering Entity*. " {Fvat Totnnology (Ply) L8, 35 Lead Fanngr armd i, 2% IFs Cansomurn, B
I ("th;e'tp n'd_g"mr"] ] . Medicat Terinalagy Supphiers (Ply) L3, Gokica Data Computer Seyvioss {Ply}

3 1ud, First Tachaciogy Digllel {Py] LIg

SRS

R R e A i b A

First Technuhogy Groap Censalien

RO S

| Trading as (il diffsrent frem sbove)

AMD WHO IS representad hereln by: {full names of signatory)

e e e e e

; behalf of the lenderer in his capacity as: {a! designation)
. he capacily of leart partnes

HEREBY AGREES THAT by signing the Fomn of Offor snd Accepfance, the tenderer;

1. coalirms thal il has examined the documents fistad in e indax (including Scheduies anzd
Annaxuras) and has accepted all the Ceonditions of Tender:

2. confrms that it has received and incarporated any and all notices issued to tenderers t3sued by Hie
CeT,

3. confims that it has satislicd iself as lo the corfectiess and validity of the iender oifer; that the
price{s) and rate{s} offered cover alf the gocds andfor senicas specilied in Lthe tonder documents,
that the price{s) aad rale{s) cover all its obligations and aceepts that any mistakes regarding price(s),
rata(s) and calculations will be at s own rsk;

4. noffers to supply all or any of the goods andfor render alf or any of the services describad in the
tender decument ta the CCT in accardance with the
4.1 terms and condilions stipulated in this teader documerl;
4.2 specificalians stipulated in this tender documsnt: and
4.3 at the prices as set out in the Price Schedule.

& propar execution and fullilment of afl obégations and conditions

5. accepls lull responsibility for th
: 5 el /.
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[TENDER: 3865/2021/22- SUPPLY, INSTALL AND MAINTAIN A PRODUCTIVITY SOLUTION FOR THE CITY
OF CAPE TOWN

ACCEPTANCE (TO BE FILLED IN BY THE CITY)

By signing this part of this form of offer and acceptance, the Purchaser identified below accepts
the tenderer's offer. In consideration thereof, the Purchaser shall pay the supplier the amount due
in accordance with the conditions of confract. Acceptance of the tenderer's offer shall form an
agreement between the Purchaser and the tenderer upon the terms and conditions contained
in this agreement and in the contract that is the subject of this agreement.

The terms of the contfract are confained in:

Clause 1 1o 7, and the sub-clauses, cited in pages 1 to 5 above;

Part 1: Agreements

Part 2: Special Conditions to Confract

Part 3: Generdl Conditions of Confract

Part 4: Specifications

Part 5; Pricing Schedule

Part 6: Occupational Health and Safety Agreement.

Part 7. Confract Price Adjustment and/or Rate Of Exchange Variation
Part 8; Information provided by Suppilier.

and documents or parts thereof, which may be.incorporated by reference into the above listed
Paris.

Deviations from and amendments to the documents listed in the tender data and any addenda
thereto as listed in the returnable schedules as well as any changes to the terms of the offer
agreed by the fenderer and the Purchaser during this process of offer and accepiance, are
contained in the schedule of deviations attached to and forming part of this form of offer and
acceptance. No amendmenfs to or deviations from said documents are valid unless conlained
in this schedule.

The ienderer shall within two weeks after receiving a completed copy of this agreement,
including the schedule of deviations (if any), contact the Purchaser to arrange the delivery of
any securifies, bonds, guaraniees, proof of insurance and any other documents to be provided
in terms of the conditions of contract identified in the special confract conditions. Failure to fulfil
any of these obligations in accordance with those terms shall constitute a repudiation of this
agreement,

Notwithstanding anything contained herein, this agreement comes into efiect on the date when
the parfies have signed the tabie below and confirms receipt from the Purchaser of one fully
completed original copy of this agreement, including the schedule of deviations (if any).

The tenderer (now supplier) shall within five working days of the agreement coming info effect
nofify the Purchaser in wrifing of any reason why he cannot accept the contents of this
agreement as a complete and accurate memorandum thereof, failing which the agreement
presented 1o the Supplier shall constitute the binding confract between the parties.










it is expressly agreed that no other matter whether in wiiting, oral commurication or implied
during the period between the issue of the fender documents and the receipt by the tenderer
of a completed signed copy of this Agreement shall have any meaning or efiect in the
confract between the parties arising from this agreement.

FORM OF OFFER AND ACCEPTANCE (Continued)

TENDER: 3865/2021/22- SUPPLY, INSTALL AND MAINTAIN A PRODUCTIVITY SOLUTION FOR THE
CITY OF CAPE TOWN |

(TO BE FILLED IN BY THE CITY)

Schedule of Deviatfions

Notes:

1. The extent of deviations from the fender documents issued by the CCT before the tender
closing date is limited to those permitted in terms of the conditions of tender.

2. A tenderer's covering letter shall not be included in the final contract document. Should

any matterinsuch letter, which constitutes a deviation as aforesdid, become the subject
of agreements reached during the process of offer and accepiance, the outcome of
such agreement shall be recorded here.

3. Any other matter arising from the process of offer and acceptance either as a
confimation, clarification or change to the tender documents and which itis agreed
by the Parties becomes an obligation of the contract shall also be recorded here.

4, Any change or addition fo the fender documents arising from the above agreements
and recorded here, shall also be incorporated into the findl draft of the Contract.

1 Subject NONE

........................

F e r e ek a b aE b s b e e ka4 e e e e ir e A e

By the duly authorised representatives signing this agreement, the CCT and the tenderer agree
to and accept the foregoing schedule of deviations as the only deviafions from and
amendments fo this tender document and addenda thereto as listed in the returnable
schedules, as well as any confirmation, clarification or changes to the terms of the offer agreed
by the tenderer and the CCT during this process of offer and acceptance.

12




PART 2: SPECIAL CONDITIONS OF CONTRACT

The following Special Conditions of Contract, referring to the National Treasury - Conditions of
Coniract {revised July 2010}, are applicable to this Confract:

1. Definitions
Delete Clause 1.15 and substitute with the following

1.15  The word ‘Goads’ is to be replaced everywhere it occurs in the GCC with the phrase
‘Goods and / or Services' which means dll of the equipment, machinery, materials,
services, products, consumables, efc. that the supplier is required to deliver to the
purchaser under the coniract. This definifion shall also be applicable, as the context
requires, anywhere where the words "supplies” and "services” occursin the GCC.

Delete Clause 1.19 and substitute with the following

1.19  The word 'Crder’ is o be replaced everywhere it occurs in the GCC with the words
‘Purchase Order' which means the official purchase order authorised and released on
the purchaser’'s SAP System

Deiefe Clause 1.21 and subsfitufe with the following:

121 'Purchaser’ means the Citi of Cape Town. The address of the Purchaser is-

Add the following ofter Clause 1.25:

1.26 'Supplier means any provider of goods and / or services with whom the confract is
concluded

1.27 "Intellectual Property" means any and all intelectual property rights of any nafure
anywhere in the world  whether registered, registerable or otherwise, including patents,
trademarks, registered designs and domain names, applications for any of the foregoing,
trade or business names, copyright and rights in the nature of copyright, design rights, rights in
databases, know-how, trade secrets and any other infellectual property rights  which
subsist in computer software, computer programs, websites, documents, information,
technigques, business methods; drawings, logos, instruction manuals, lists and procedures  and
particulars of customers, marketing methods and procedures and advertising literature,
including the  "look and feel” of any websites

3. General Obligatlions

Delete Clause 3.2 in its enfirety and replace with the following clauses.

3.2 The parties will be liable fo each other arising out of or in connection with any breach
of the obligations detailed or implied in this contract, subject to clause 28.

33 All parties in a joint venture or consortium shall be jointly and severally liable fo the
purchaser in terms of this confract and shall cany individually the minimum levels of
insurance stated in the contract, it any,

3.4 The parties shall comply with all laws, regulations and bylaws of local or other authorities
having jurisdiction regarding the delivery of the goods-and give all notices and pay ol
chargesrequired by such authorities.

3.4.1 The parties agree that this confract shall also be subject to the CCT's Supply Chain
3




Management Policy {'SCM Policy’) that was applicable on the date the bid was
advertised, save that if the Purchaser adopts a new SCM Policy which contemplates
that any clause therein would apply o the contract emanating from this tender, such
clause shall alse be applicable to thal contract. Flease refer to this document
contained on the CCT's website.

3.4.2 Abuse of the supply chain management system is not permitted and may result in
cancellation of the contract, restriction of the supplier, and/or the exercise by the Cily
of any otherremedies available fo it as described in the SCM Policy.

3.5 The supplier shall:

3.5.1 Arrange for the documents listed below fo be provided to the Purchaser prior fo the
issuing of the order:

a) Proof of Insurance [Refer o Clause 11) or Insurance Broker's Warrantee

b) letter of good standing from the Compensation Commissioner, or a licensed
compensation insurer (Refer to Clause 11)

c) tnitial delivery programme

d) Other requirements as detailed in the tender documents

3.5.2 Only'when nofified of the acceptance of the bid by the issuing of the order, the supplier
shall commerice with and carry out the delivery of the goods in accordance with the
contract, to the satisfaction, of the purchdser

3.5.3 Provide dll of the necessary materials, labour, plant and equipment required for the
delivery of the goods including any temporary services that may be required

3.5.4 Insure his workmen and employees against death or injury arising out of the delivery of
the goods

3.5.5 Be confinuously represented during the delivery of the goods by a competent
reprasentative duly authorised fo execute instructions;

3.5.6 Inihe event of aloss resulting in a claim against the insurance policies stated in clause
11, pay the first amount [excess) as required by the ihsurance policy

3.5.7  Comply with all written instructions from the purchaser subject fo clause 18

3.58 Complete and deliver the goods within the period statedin clause 10, or any extensions
thereof in terms of clause 21

3.59 Make good at his own expense all incomplete and defective goods during the
warranty period

3.5.10 Pay jo the purchaser any penally for delay as due on demand by the purchaser. The
supplier hereby consents fo such amounts being deducted from any payment to the
supplier.

3.5.11 Comply with the provisions of the CHAS Act & all relevant regulations.

3.5.12 Comply with all faws relating to wages and condifions generally governing the
employment of labour in the Cape Town area and any applicable Bargaining Council
ggreements.

3.5.13 Deliver the goods in accordance with the contract and with all reasonable care,
diligence and skillin accordance with generadlly accepted professional technigues and
standards.
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3.6 The purchaser shalk;

3.6.1 Issue orders for the goods required under this Contract. No liability for payment will
ensue for any work done if an official purchase order has not been issued 1o the supplier.

3.6.2 Make payment o the supplier for the goods as set out herein,
3.6.3 Take possession of the goods upon delivery by the supplier.

3.64 Regulardy inspect the goods to establish thatit is being delivered in compliance with the
contract.

3.6.5 Give anyinstruciions and/or expianations and/or variations to the supplier including any
relevant advice to assist the supplier io uhderstand the contract documents.

3.6.6  Grant or refuse any extension of fime requested by the supplier 1o the period stated in
clause 10.

3.6.7 Inspect the goods to determine if, in the opinion of the purchaser, it has been delivered
in compliahce with the contract, alternatively in such g state that it can be properly
used for the purpose for which it was infended.

3.6.8 Brief the supplier and issue alf documents, information, etc. in accordance with the
confract,

5. Use of contract documents and information; inspection, copyright, confidentiality, etc.
Add the following offer clause 5.4:

5.5 Copyright of all documents prepared by the supplier in accordance with the relevant
provisions of the copyright Act {Act 98 of 1978) relating to contract shall be vested in
the purchaser. Where copyright is vested in the supplier, the purchaser shall be enfitted
to use the documents or copy them only for the purposes for which they are infended
inregard o the confract and need not obiain the supplier's permission to copy for such
use. Where copyright is vested in the purchaser, the supplier shall not be liable in any
way for the use of any of the information other than as originally intended for the
contract and the purchaser hereby indemnifies the supplier against any claim which
may be made against him by any party arising from the use of such documentation for
other purposes.

The ownership of data and factual information collected by the supplier and paid for
by the purchaser shall, after payment, vest with the purchaser

5.6 Publicity and publication
The supplier shall notrelease public or media statements or publish matericl related o
the services or contract within two (2} years of completion of the services without the
written approval of the purchaser, which approval shall not be unreasonably withheld.

57 Confidentiality
Both parties shall keep dil information obtained by them in the contexi of the contract
confidential and shall not divulge it without the written approval of the other party,

2.8 Intellectual Property

58.1 The supplier acknowledges that it shall not acquire any right, fitle or interest in or to the
15




Intellectual Property of the Purchaser.

582 The supplier hereby assigns o the Purchaser, dil Intellectual Property created,
developed or otherwise brought into existence by it for the purposes of the confract,
unless the Parties expressly agree otherwise in wiifing.

58.3 The supplier shall, and warrants that it shall:

5.8.3.1 not be enfifled fo use the Purchaser 's intellectual Property for any purpose other than
as contemplated in this contract;

5.8.3.2 not modify, add to, change or alfer the Purchaser's Intellectual Property, or any
information or data related thereto, nor may the supplier produce any product as a
result of, inciuding and/or arising from any such information, data and Intellectual
Property, and in the event that it does produce any such product, the product shall be,
and be deemed in law fo be, owned by the Purchaser;

5.8.3.3 not apply for or obtain registrafion of any domain name, frademark or design which is
similar fo any Intellectual Property of the Purchaser ;

5.83.4 comply with dll reasonable directions or instrucfions given to it by the Purchaser in
relation to the form and manner of use of the Purchaser Intellectual Property,
including without limitation, any brand guidelines which the Purchaser may provide to
the supplier from fime fo fime;

5.8.3.5 procure that its employees, directors, members and coniractors comply strictly with the
provisions of clauses 5.8.3.1 fo 5.8.3.3 above; unless the Purchaser expressly agrees
thereto in wifing after obtaining due internal authority.

58.4 The supplier represents and warrants to the Purchaser that, in providing goods, services
or both, as  the case may be, for the durafion of the confract, it will not infringe or
make unauthorised use of the Intelleciual Property rights of any third party and
hereby indemnifies the Purchaser from-any claims, liability, loss, damages. costs, and
expenses arising from the infingement or unauthorised use by the supplier of any third
party’s Intellectual Property rights.

58.5 In the event that the confract is cancelled, terminated, ended or is declared void, any
and all of the Purchaser's Intellectual Property, and any and all information.and dafa related
thereto, shall be immediately handed over to the Purchaser by the supplier and no copies
thereof shall be refained by the supplier unless the Purchaser expressly and in wiiting, affer
obldining due internal authority, agrees otherwise.

7. Performance Security
"‘Not Applicable. Tenderers must disregard Form of Guarantee / Performance Security and are.
not required to complete same,

8. Inspections, fests and analyses
Delete Clause 8.2 and subslitute with the following:

82 Ifitis a bid condition that supplies to be produced or services to be rendered should at
any stage during production or execution or on completion be subject fo inspection, the
premises of the bidder or Supplier shall be open, at all reasonabile hours, for inspection
by a representafive of the purchaser or an organisafion acting on behdlf of the
purchaser.
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15. Warranty
Add to Claguse 15.2:

15.2 This warraniy for this contract shall remain valid for six (6) months affer the goods have
been delivered.

146. Payment

Delete Clause 16.1 in ifs entirety and replace with the following:

146.1 A monthly payment cycle will be the norm. All invoaices which are dated on or before
the 20th of a parficular month will typically be paid between the 23rd and 26th of the
following month. The supplier may submit a fully motivated application regarding more
frequent payment the Purchaser's Director: Expenditure for consideration. Requests for
more frequent paymerits will be considered at the sele discrefion of the Purchaser and is
not aright in terms of this, contract.

Delete Clause 16.2 in ifs éntirety and replace with the following:

16.2 The supplier shall furrnish the purchaser's Accounts Payable Department with an original
tax invoice, clearly showing the amount due in respect of each and every claim for
payment.

Add the follewing affer clause 16.4

16.5 Notwithstanding any amount stated on the order, the supplier shall only be entitled 1o
payment for goods actudily delivered in ferms of the Project Specification and Drawings,
or any variations in accordance with clause 18, Any contingency sum included shall be
for the sole use, and at the discretion, of the purchaser.

The CCT is not iable for payment of any invoice that pre-dates the date of delivery of
the goods.

16.6 The purchaser will only make advanced payments to the supplier in strict compliance
with the terms and details as contained on Proforma Advanced Payment Guarantee and
only once the authenticity of such guarantee has been verified by the City's Treasury
Department.

17. Prices
Add the following after clause 17.1

17.2 If as a result of an award of a confract beyond the original tender vdlidity period, the
contract execution will be completed beyond a period of twelve {12) months from the
expiry of the original tender validity period, then the contract may be subject to contract
ptice adjustment for that period beyond such twelve (12) months. An appropriate
contract price adjustment formula wilt be determined by the Director: Supply Chain
Management if such was not included in the bid decuments.

17.31f as a result of any extension of fime granted the contract executicn will be completed
beyond a period of twelve {12] months from the expiry of the original tender validity
period, then confract price adjusiment may dpply to that period beyond such fwelve
{12) months. An appropriate contract price adjustment formula will be determined by
the Director: Supply Chain Management if such was not included in the bid documents.
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Table 37.3: Licensing

Delivery of Licences

receipt of the formal purchase order from

the City.

Key performance indicator | Response Penalty (%)
{KPI) Purchase
Order
All licenses must be delivered to the City of
Cape Town within 5 working days from 57,

Table 37.4: Severity Classification: Productivity Solution

. Any one of the solutions affecting productivity is down throughout -
Priority 1 the organisafion {day or night) ' Critical

. Any one of the solutions is not performing optimally affecting | . .
Priority 2 produciivily High

. Some users are experiencing work degradation, relaling fo
Priority 3 implemented solutions Moderate
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1.4 ‘Corrupt practice’ means the offeting, giving, receiving, or solicifing of anything of value
to influence the action of a public official in the procurement process or in contract
execution.

1.5 'Countervailing duties' are imposed in cases in which ail enterprise abroad is subsidised
by its govermnment and encouraged to market its products intemationailly.

1.6 ‘Country of arigin’ means the place whefe the goods were mined, grown or produced
or from which the services are supplied. Goods are produced when, through
marwufaciuring, processing or substantial and major assembly of components, a
commercially recognised new product results that is substanticlly different in basic
characteristics or in purpose or utility from its components.

1.7 'Day’ means calendar day.
1.8 'Delivery’ means delivery in complionce with the conditions of the confract or order.
1.9 ‘Delivery ex stock' means immediate delivery directly from stock actually on hand.

1.10 'Delivery into consignee's store or to his site’ means delivered and unloaded in the
specified store or depot or on the specified site in compliance with the conditions of
the contract or order, the supplier bearing all risks and charges invelved unfil the
supplies are so delivered and a valid receiptis obtained.

1.11 ‘Dumping" occurs when a private enterprise abroad markets ifs goods on ifs own
inifiative in the RSA atlower prices than that of the country of origin, and which action
has the potential 1o harm the local indusiries in the RSA.

1.12 ‘Force majeure’ means an event beyond the control of the supplier, not involving the
supplier's fault or negligence, and not foreseeable. Such events may include, but are
not restricted fo, acts of the purchaser in ifs sovereign capacity, wars or revolutions, fires,
floods, epidemics, quarantine restrictions and freight embargoes.

1.13 ‘'Fraudulent practice’ means a misrepresentation of facis in order to influence a
procurement process or the execution of a confract to the detriment of any bidder;
and includes collusive practice among bidders (prior o or affer bid submission)
designed {0 establish bid prices ot arfificial, non-competitive levels and fo deprive the
bidder of the benefils of free dnd open competition.

1.14 'GCC' means the General Conditions of Coniract.

1.15 'Goods' means all of the equipment, machinery. and/or other materials that the
supplieris required to supply to the purchaser under the contract.

1.16 ‘Imported content’ means that portion of the bidding price represented by the cost of
components, parfs or materials which have been or are still to be imported (whether by
the supplier or his subconfractors) and
which costs are inclusive of the costs abroad, plus freight and other direct importation
costs such as landing costs, dock dues, import duty, sates duty or other similar fax or
duty at the South African place of enfry as well as fransportation and handling charges
fo the factory in the Republic where the supplies covéred by the bid wil be
manufactured.

1.17 'Local content’ means that portion of the bidding price which is not included in the
imported content, provided that local manufacture does take place.
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5.2 The supplier shall not, without the purchaser's prior written consent, make use of any
document or information mentioned in GCC clause 5.1, except for purposes of
performing the contract.

53 Any document, other than the contractitself, mentfioned in GCC clause 5.1 shall remain
the property of the purchaser and shall be returmed (all copies) to the purchaser on
completion of the supplier's performance under the contract if so required by the
purchaser.

5.4 The supplier shall permit the purchaser o inspect the supplier’s records relafing fo the
performance of the supplier and to have them audited by auditors appointed by the
purchaser, if so required by the purchaser.

4. Patent rights

6.1 The supplier shall indemnify the purchaser against all third-party claims of infingement
of patent, rademark, or industrial design rights arising from the use of the goods or any
part thereof by the purchaser.

7. Perdformance Securilty

7.1 Within 30 (thirty} days of receipt of the nolificafion of confract award, the successful
bidder shall furnish to the purchaser the performance security of the amount specified
in the SCC.

7.2 The proceeds of the performance security shall be payable fo the purchaser as
compensafion for any loss resulting from the supplier's failure to complele his obligations
under the contract.

7.2 The performance security shall be denominated in the currency of the coniract orin «
freely convertible currency acceptable to the purchaser, and shall be in one of the
following forms:

a} a bank guarantee or an inevocable letter of credit issued by a repufable bank
located in the purchaser's country or abroad, acceptable to the purchaser, in
the form provided in the bidding documents or another form acceptable to the
purchaser; or

b) acashier’'s or certified cheque:

7.4 The performance security will be discharged by the purchaser and retumed to the
supplier not later than 30 {thirty} days following the date of comipletion of the supplier's
performance obligations under the coniract, including any warranty obligations, unless
otherwise specified in the SCC.

8. Inspections, tests and andlyses

8.1 All pre-bidding testing will be for the account of the bidder.

8.2 lfitis a bid condifion that supplies to be produced or services o be rendered should at
any stage during production or execution or on completion be subject 1o inspection,
the premises of the bidder or Supplier shall be open, at all recsonable hours, for
inspection by a representative of the Department or an organisation acting on behalf
of the Department.

8.3 If there are no inspection requirements indicated in the bidding documents and no
mention of such is made in the confract, but during the coniract period it is decided
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93.3 Where the purchaser terminates the confract in whale or in pari, the purchaser may
decide 1o impose a restriciion penalty on the supplier by prohibiting such supplier from
doing business with the public sector for a pericd not exceeding 10 years.

23.4 If a purchaser infends imposing a restriction oh a supplier or any person associated with
the suppiier, the supplier will be allowed a fime period of not more than 14 (fourteen)
days to provide reasons why ihe envisaged restriction should notf be imposed. Should
the supplier fail to respond within the stipulated 14 {fourteen) days the purchaser may
regard the intended penalty as not objected against and may impose it on the supplier.

23.5 Any restriction imposed on any person by the Accounfing Officer/Authority will, at the
discrefion of the Accounting Officer/Authority, diso be applicable fo any other
enterprise or any pariner, manager, director or other person who wholly or parily
exercises or exercised or may exercise control over the enterprise of the first-mentioned
person, and with which enterprise or person the first-mentfioned person is of was, in the
opinion of the Accounting Officer/Authority, actively associated.

23.6 If a restriction is imposed, the purchaser must, within 5 (five} working days of such
imposifion, fumish the National Treasury with the following information:
(i) the name and address of the supplier and/or person restricted by the purchaser;
(i) the dale of commencement of the restriction;
(i} the period of restriction; and
{iv) the reasons for the restriction.

These details will be loaded in the National Treasury's central database of suppliers
or persons prohibited from doing business with the public sector.

23.7 If o court-of law convicts a person of an offence as contemplated in sections 12 or 13
of the Prevenfion and Combating of Corrupt Activities Act, Act 12 of 2004, the court
may dlso rule that such person’s name be endorsed on the Register for Tender
Defaulters. When a person's name has been endorsed on the Register, the person will
be prohibited from doing business with the public sector for a pefiod of not less than
five years and not more than 10 years. The National Treasury is empowered fo
determine the period of restriction, and each case will be dealt with on its own merits,
According to section 32 of the Act the Register must be open to the pubiic. The Register
can be perused on the National Treasury website.

24. Anti-dumping and countervailing dulies and rights

24.1 When, after the date of bid, provisional payments are required, or anti-dumping or
countervaiing duties are imposed, or the amount of a provisional payment or anti-
dumping or countervailing right is increased in respect of any dumped or subsidised
import, the State is not liable for any amount so required or imposed, or for the amount
of any suchincrease. When, after the said date, such a provisional paymentis no longer
required or any such anfi-dumping or countervailing right is abolished, or where the
ariount of such provisiondl payment or any such right is reduced, any such favourdble
difference shall, on demand, be paid forthwith by the Supplier fo the State, or the State
may deduct such amounts from moneys (if any) which may otherwise be due to the
Suppilier in regard to supplies or services which he or she delivered or rendered, oris to
deliver or render in ferms of the confract or dny other contract or any other amount
which may be due to him or her.

25. Force majeure

25.1 Notwithstanding the provisions of GCC Clauses 22 and 23, the supplier shall not beliable
for forfeiture of its performance security, damages, or terminafion for default if, and o
the extentthat, his delay in performance or other fdilure to perform his obligations under
the confractis the result of an event of force majeure.
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252 If a force majeure situation arises, the supplier shall notify the purchaser prompily, in
wirifing, of such condition and the cause thereof. Unless otherwise directed by the
purchaser in witing, the supplier shall continue to perform its obligations under the
contract as far as is reasonably practical, and shall seek all reasonable alternative
meahs for performance not prevented by the force majeure event.

26. Termination for insolvency

26.1 The purchaser may at dny fime terminate the confract by giving wiitten nofice to the
supplier if the supplier becomes bankupt or otherwise insolvent. In this event,
termination will be without compensation to the supplier, provided that such
termination will not prejudice or affect any right of action or remedy which has accrued
or will accrue thereafter to the purchaser.

27. Seitlement of Disputes

27.1 If any dispute or difference of any kind whatsoever arises between the purchaser and
the supplier in connection with or arising out of the contract, the parfies shall make
every effort 1o resolve such dispute or difference amicably. by mutual consultation.

27.2 If, after 30 (thirty) days, the parties have failed to resolve their dispute or difference by
such mutuadl consultation, then either the purchaser or the supplier may give nofice to
the other party of his intention to commence with mediation. No mediation in respect
of 1his matter may be commenced unless such notice is given fo the other party.

27.3 Should it not be possible to settle a dispute by means of mediation, it may be settled in
a Scuth African court of law.

27.4 Mediation proceedings shall be conducted in accordance with the rules of procedure
specified in the SCC,

27.5 Notwithstanding any reference o mediation and/or court proceedings herein,
(a) the parties shall continue to perform their respective obligations under the contract
untess they otherwise agree; and
(b} the purchaser shall pay the supplier any monies due to the supplier.

28. Limitation of Liability

28.1 Except in cases of ciminal negligence or wilful misconduct, and in the case of
infringement pursuant o
Clause 6:

(a) the supplier shall not be liable to the purchaser, whether in confract, fort, or
otherwise, for any indirect or consequential loss or damage, loss of use, loss of
production, or loss of profits or interest costs, provided that this exclusion shall not
apply to any obligaiion of the supplier fo pay penalties and/or damages fo the
purchaser; and

(b) the aggregate liability of the supplier to the purchaser, whether underthe confract,
in tort or otherwise, shall not exceed the fotal contract price, provided that this
limitation shall not apply to the cost of repairing or replacing defective equipment.

29. Governing language
29.1 The contract shall be written in English. All correspondence and other documents

pertaining fo the confract that is exchanged by the parties shall also be written in
English.
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30. Applicable Law

30.1 The contract shall be interpreted in accordance with South African laws, unless
otherwise specified in the SCC.
31. Nofices

31.1 Every wiillen accepiance of a bid shall be posted to the supplier concerned by
registered or certified mail, and any other nofice fo him shall be posted by ordinary
mail, to the address furnished in his bid or to the address notified later by him in wrifing:
and such posting shall be deemed fo be proper service of such notice.

31.2 The time mentioned in the coniract documents for performing any act after such
aforesdid notice has been given, shall be reckoned from the date of posting of such
nofice.

32. Taxes and Duties

32.1 A foreign supplier shall be entirely responsible for all taxes, stamp dufies, licence fees,
and other such levies imposed outside the purchaser's country.

32.2 A local supplier shall be entirely responsible for all taxes, duties, licence fees, eic.,
incurred until delivery of the contracted goods to the purchaser.

32.3 No coniract shall be concluded with any bidder whose tax matters are not in order,
Prior to the award of a bid the Department must be in possession of a tax clearance
cerfificate submitted by the bidder. This certificate must be an original issued by the
South African Revenue Services.

33. National Industrial Parlicipation {NIP) Programme

33.1 The NIP Programme administered by the Department of Trade and Industry shall be
applicable to dll contracts that are subject to the NIP abligation.

34 Prohibition of Restrictive practices

34.1 In terms of section 4 (1) (b} (iii) of the Competilion Act, Act 82 of 1998, as umended, an
agreement between or concerted practice by firms, or a decision by an association of
firms, is prohibited if it is between parties in a horizontal retationship and if a bidder(s)
is/are or a confractor(s} was/were involved in collusive bidding (or bid rigging).

34.2 If a bidder(s) or confractor(s), based on reasonable grounds or evidence obtained by
the purchaser, has/have engaged in the restrictive practice referred to above, the
purchaser may refer the matter fo the Competition Commission for investigation and
possibie imposition of administrative penailties as contemplated in the Competition Act,
Act 89 of 1998.

343 If a bidder{s) or conftractor{s) has/have been found guity by the Compefition
Commission of the restrictive practice referred fo above, the purchaser may, in addition
and without prejudice to any other remedy provided for, invalidate the bid(s) for such
item{s) offered, and/or ferminate the centract in whole or part, and/or resirict the
bidder(s) or confractor(s) from conducting business with the public sector for a period
not exceeding 10 (fen) years and/or claim damages from the bidder(s) or contractor(s)
concerned.
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PART 4: SPECIFICATIONS

1.1 INTRODUCTION AND BACKGROUND

For the City of Cape Town {CoCT) to be future-fit, it recognises the need to enable employees to
respond to the changing needs and expectations of its cilizens, and to do so with speed and
accuracy. As a result, the City acknowledges that ifs digifal architecture is critical for basic service
defivery, as is highlighted in numerous |DP objeciives and programmes.

There is a need to understand that this is not only a technology fransformation, but rather
technology enabling new ways of working to drive efficiencies, data-backed decision-making,
and ullimately improved service delivery to citizens.

As a technical consideration in the CoCT's CAR Phase Il, it was recommended that there are
foundational technologies required fo be in place prior to the Edge and Core tender processes.
These would establish the foundations to enabie the fulure loose coupling.

111  Overview of CoCT Information Technology Envirenment

The City of Cape Town has an employee base of 30 000 employees, consisting of permanent,
contractors and temporary workers. Of these employees about 90% have access 1o electronic HR
services. There are around 25000 user accounts registered in the directory management service
and about 18500 PCs/desktops deployed. There are also privileged accounts, generic accounts
and system accounts that fall outside of the employee count.

Current environment is depicted as per diagram below:
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The following should be noted in terms of the current environment:
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1.

Productivity Core

a) Word Processing
i.  The current Word Processing Tool used is Microsoft Word 2016
ii. There are specialised users making use of advanced features such as secure
scripted templates, mail merge etc.

b) Presentations
i. The cument Presentations Tool used is Microsoft Powerpoint 2016

c) Spreadsheetis
i.  The current Spreadsheets tool used is Microsoft Excel 2016
il. There are specialised users making use of very large and complex infer-linking
spreadsheets, complex formulas, pivot tables, scripling, macros etc. There are
several links and integrafion points to Microsoft Excel spreadsheets including
reports generated from systems such as SAP, Mitel call centre system, SharePoint,
in-house developed and third party applications

d) Additional Productivity Software
i.  These products are deployed to selected users (purchased individudlly) as
required;
o Microsoft OneNote 2016
o Microsoft Access 2016
o Microsoft Projects 2016
o Microsoft Visio 2016
o Microsoft Publisher 2016

&) E-mail and Archiving:
i.  E-mail Back-end
o The current e-mail back-end system is Microsoft Exchange 2016
o Average total mailboxes - 323146
= User mdilboxes - 29429
= Resources mailboxes - 310
= Shared mailboxes - 2577
ii. E-mail Front-end
o The cumrent e-mail front end system is Cutlook 2016.
o The web front end and remote access via phones and tablefs are also
supported.
ii. E-mail Archiving
< The existing e-mail archiving system is Veritas Enterprise Vault 12.5.2.
o The system automatically stores all e-mails in a compressed format (3:1
ratio) to save space.
o Archived e-mdils are viewed via a propriefary web front-end or a plug-in
available in Microsoft Quilook.
o 122 T8 total capacity in use
iv.  Exfernal connections
o 1200 IP's in the SMTP Relay {2 Million o montti}
o 30 send conneactors within exchange
o One e-mail relay connector to the internet {average 5,000,000 emails sent
per month)

f} Unified Messaging and Collaboration
i. The curent messaging solution is Microsoft Skype for Business 2015 and includes
advanced functionality such as voice integration (telephony) as well as
integration fo Polycom for external video conferencing.
ii. External Video Conferencing. Curently Polycom is used for specialised video
conferencing, external video conferencing and fo connect participants dialling
in via telephone,
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a)

ii. Total Profiled Skype for Business users -29311
& Users Profiled Users - 29254
o Resources Profiled - 57

Directory Services
i.  Microsoft Active Directory [AD) is currently used for Authentication, Managed
Group Access, Domain Name Services, Dynamic Host Confrol Protocol,
Certificate services. _

ii.  AD manages authentication of users and user groups and resources {e.g.
computers and servers) across all Windows based applications including in-house
and third-party developed applications, GIS, various front-end productivity tools
ahd back-end servers {see list below). The authentication methods are Kerberos,
NTLM and Certificates.

fi. ADIisalso used for active subnet and site discovery, and used by ools such as
software distribution and monitoring. it utilises standards such as Lightweight
Direcfory Access Protocol {(LDAP), Secure LDAP {LDAPS) with an average
throughput of 930 Gb in and out of the domain per day from 14 hosts.
Enforcement of policies and standardisation of the user desktop and server
environments is achieved through group policy management.

iv.  The following applications are currently dependent on Aciive Directory: MS
Exchange, MS Office Suite, MS Skype for Business, SQL Server, MS SharePoint, ESRI
Applications {(GIS], MS System Cenfre Configuration Manager (SCCM], Third Party
Applications, SAP Afaria, MS SCOM, Custom Development .net applications, AMT,
VDI

v.  The current Active Directory landscape is:

o Three domains

o 13 Domain Controllers / DNS Servers
o 4000 groups

o 27000 Users

o 21 000 Devices

2. Productivity Back-End Service Management

a).

b)

d}

Device and Real-Time Monitoring of endpeoints is handled in Microsoft System Centre
Operations Manager (SCOM)

Current software imaging solution is Microsoft System Centre Configuration Manager
{SCCM)

Mobile Device Management
i.  Cumrent MDM tools in use are;
o SAP Afaria v7 SP33
o Huawel elDC640 management sysfem (propriefdry} which is built for
purpose fo connect additional services used by safety and security staff
i. Android Field Devices with Android version varying from 4.2 through fo 11

Software Distribution and Updates, Inventory Management
i.  Softwareis currently distibuted via Microsoft System Cenire Configuration
Manager (SCCM)

Virtual Server Farm
i.  The cument solution is Microsoft Hypervisor.
ii. There are two data centres with replication and failover between the sites.
ii. The virtual server farm hosts both Microsoft and Linux servers
iv.  The City of Cape Town has a total of 224 VM's
o Windows server 2012 R2 = 210
s Linux { Redhat + SUSE) =
v. The VM's can be categorised as
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Small {1 CPU, 2GB RAM, up fo 150 GB storage) = 9

Med (1 CPU, 4 GB RAM, up to 200 GB storage) = 57

Large {2 CPU, 8 GB RAM, up fo 350 GB storage) = 127

X-L.arge (4 CPUs, 16 GB + RAM, 500 GB + sforage)= 101

vi.  The Cily have a total of 24 hosts {running Windows Server 2012 R2 Data Centre
ED) befween our two data centres that are housing these ViM’s.

f}  Networked Services
i.  Currently some issuing of IP addresses is handled by DHCP Server
ii.  DNS name resolution is handled by Windows servers (in Active Directory)
ii.  Network prinfing {central management of remote printer queues) is handled vig
PrinterLogic a third party solufion hosted on the client deskiop
1
g} Bulk SMS: _
s Bulk SMS is handled via GrapeVine SMS which is a hosted cloud sclution
integrated 1o several City of Cape Town applications.
« Grapevine's Outlook SMS PFlugin is installed on the deskiops to aliow sending and.
receiving of SMS fromy/into the Microsoft Outlook Client.
s Bulk SMS can be sent fo contacts with mobile numbers dssociated.
¢ The Grapevine's Quilook SMS plugin integrates with Microsoft Excel o allow
sending of SMS from Microsoft Excel. This. enables funclionalily like: sending the
same/standard message to mulfiple mobile numbers, or sending pefsonalised
SMS example by using a name field and mobile number field with a standard
message. An average of 1.2 million SMS's are senf per month;
e Short-codes = 20 Premium Short-codes
» Short-codes = 1 xreversed bill short-code

Refer to IS&T Architectural Document (Annex 4) for further technical information regarding the
CoCT current IT environment.

1.2 SCOPE OF WORKS:
1.21 BUSINESS GOAL AND OBJECTIVES

1.2.1.1  The main goadl of this project is to provide Core Productivity Applications and Back-end
and Service Management Systems thereby supporting the following:

° Improve employee productivity

) Improve remote work capabilifies

° Improve audits and controls

° Improve the flow of information in the organization

° Increase access, knowledge sharing and collaboration

1.2.1.2 The key objective is fo contribute to productivity gains, leveraging the City's technology
investment to maximize staff performance for efficient and effective citywide service
delivery,

1.2 DETAILED SCOPE OF THIS SOLUTION

The scope of the Productivity Core and Back-End Service Management Solution is depicted
below:
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1.3.1 SCOPE OF THE CORE PRODUCTIVITY SOLUTION

This scope definition is related 1o SCHEDULE A in section (5) Price Schedule of this fender
document.

The solution provided under Schedule A must be from a single Criginal Software Manufaciurer
{OSM) and will cover the following functional areas of Productivity Core:

a) Word Processing

b} Presentations

c} Spreadsheets
d} Additional Productivity Software to be deployed o selected users (purchased
individually} as required:
i,  Note Taking
ii. Desktop database tool
iii. Desktop Project managenient tool
iv.  Flowchart and Diagramming Tool
v. Media Creation and Publication ool
vi.  Workforce Productivity
e} Email and Archiving
f)  Unified Messaging and Collaboration
g} Directory Management Service

1.3.2 SCOPE OF THE PRODUCTIVITY BACK-END SERVICE MANAGEMENT
This scope definition is related jo SCHEDULE B in section (5) Price Schedule of this tenderdocument.

The solution may be from Mulliple OSM's and will cover the following functional areas of
Produciivity Back-End Service Management:
a) Device and Real-Time Monitoring
b) Software Imaging
c} Softwdre Distribution and Updates and Inventory Management
d) Mobile device management
e) Virtual Server Farm
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f)  Network Services
g) Bulk SMS

Should your solution rely on o standalone database, the cost of the database iicensing must be
included in the total price of the scope item. The standalone databases must be of the same OSM
across dll your proposed soluficns for Schedule B of this tender

1.4 FUNCTIONAL REQUIREMENTS

The functional requirements. for the Productivity Solution are described below and tenderers must
respond as indicated for each table.

1.41 FUNCTIONAL REQUIREMENTS FOR A PRODUCTIVITY CORE SOLUTION

The functional requirements for the Productivity Solution are described below and tenderers must
respond ds indicated for each table.

These functional requirements definifion is related fo SCHEDULE A in section (5) Price Schedule of
this tender document, Thie Tenderer must indicate in the column *Compliant Yes / No / Partially”
whether the proposed solufion adhere or can deliver on AlL the specified functional requirement
in ecch row. Where the proposed solufion doesn't meet the requirement or parfially meets the
reguirement, the Tenderer must clearly indicate which functional requirements cannot be
delivered on and provide a response or explanation how this situation can be mitigated.

The Tenderer can also add relevant information as an annexure to the tender response with o
clear reference to the item the information refers to. Please note clause 2.2.1 Eligibility Criteria
and 2.3.7. Test for responsiveness on this matter,

Software versions are for information purposes only. The latest version must be used for
implementation. Where cloud offerings are proposed, please complete cloud assessment criferia
Table as specified in Schedule 155 of the tender. The information provided in Schedule 155 will not
be used for evalyation purposes.

Reg
-Category

o Industry leading and user friendly, front-end editing tools such as
‘word processing, spreadsheet, presentations which will enhance
employee productivity. _

= The front-end editing tools must be well integrated with each
other and the proposed e-mail system

) The front-end editing tools must be open and easy to integrate
with common third party applications

° The front-end editing tools must read and save docufents
directly in predefined storage locations managed by industry
leading Records and Document Management solufions -
adheting to dll security restrictions and version control measures
as implemented.

o The front-end editing fools must by default be available for off-
line use —i.e. not dependent on internet connection.

° The front-end editing tools must enable mobile device users fo
read as well as edit documents.

. The front end-editing fools must be able toréad and edit historical
documenits created with the cuirent productivily front-end which

Productivity Front-
End Tools
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Functional
Requirement
Category

Functional Re"qqir’emenis = Productivity Solution

is Microsoft Office Suite Pro 2016 - refdining the features and
formatfing used.

The front-end editing fools must make use of templates and
standardisation including re-use/import of existing templates.

The froni-end editing fools must offer document restrictions and
protection including but not limited to passwords

The front-end editing tools must offer help features, including

search index and online help

The front-end editing tools must offer spell check and thesaurus
features in multiple languages including but not limited fo English,
Afrikaans and Xosa

The front-end editing focls must offer macros and scripting
including compatibility with legacy documents

All front end tools must seamlessly cater for remote workforce (e.q.
work from home} with employees being able 1o connect, edit
documents and receive updates remotely without having fo
connect to the City's network

All front end tools must have abillity fo auto save and recover
documents

Ability to inherit global settings for all front end editing tools, e.g.
language (EN-ZA}, numeric format, date

Ability to configure globat settings for all front end editing tools,
e.g. save locafion, default doc type

‘Word Processing

The solution shdll include a Word Processing tool with functionality
including {but not limited fo):

Text formatting and styles

Create and manage text, tables, pictures, charts, shapes, screen
shols and hyperlinks

Borders and watermarks

tnsert and manage column layouts

Find, replace and select functions _
Page and print options. e.g., margins, paper size, headers and
footers, page and seclion breaks, colours, page colours and
borders.

Insert and edit tables of contents, table of authorities and fable of
figures, footnotes, endnotes and bibliographies

Insert ond manage equations and symbols

Insert and edit page and paragraph/line numbers

Mail merge and mailing functions using data sources such as
external dotabase and spreadsheets

Ahility fo migrate existing mailing lists to the new system

Review and proofing fools — spell check, grammar, word count,
thesaurus, compare documents. comments and frack changes
Document view options such as switching windows and splitting
views

Help features and prompters assisting users, translate and
language setfings

Save documents in g variety of formats including but not limited
to pdf, docx

Read / import documents in various formats. including but not
limiied o pdf, doc, docx

47







Functional
Requirement

__Category

Functional Requirements — Productivity Solution

Compaftible with a vaiiety of 3rd-party add-ins and expansion
packs.

Inquiry tools such as file, spreadsheet and cell relafionships.

File and spreadsheet protection and cell encryplion.

Advanced functionglity to remove spaces, characters and
leading zeros, without having to use formulas.

Creale, mandge and populate mailing lists based on internal or
external data source

Provide equivalent functionality to existing infegration points to
SAP and various in-house and third-parly applications.

Read and Edit spreadsheets created in MS Excel 2016, including
macros and advanced features without loss of format or
funcliondlity

Additional
Productivity
Sofiware

Make avdailable additional softiware which will be simple to order and
deploy individually to employees on request. Provide a list of additional
sofiware and include in the pricing schedule. Desired categories of
sofftware include:

Note taking software

Create noles across multiple devices and share with others. Insert
pictures, screen grabs, audio, video and diagrams from other
applications and record audio and video, embed (editable] files,
tables, drawings, mathematical equations and use special
symbals. Provide templates for various business documenids as o
framework. Create and edit mathematical equations and use
special symbols. Infegrate with email and task management
application(s). Keep history of edits and versions. Help features and
prompters assisting users, spellcheck, thesaurus, translate and
language setfings,

Froject Management Tool

Creating business projects and creating reports o medsure
progress and communicate project detdils. Project visudlisation
and resource planning as well as modelling of item dependencies.
Ahility fo open an edit historical project documents developed
using Microsoft Project 2016

DPeskiop Database Tool

Structured database tool for deskiop or shared use. Management
of data from databases, files and other data file. Ability o develop
and deploy team level apglications. Ability to open/import and
edit historical database dpplicafions developed in Micrisoft Access
2016

Flowchart and Diagramming Tool

Creation of flowcharis, network diagrams and architecture designs
using sfandard diagram components and symbols. Compatible
with the use of pallets (default or downloaded) for implementing
standard diagram types such as flow charts, UML modelling,
network diagrams, cloud deployment efc. Ability 1o apen/import
and edit historical diagrams developed using Microsoft Visio 2016.
Media Creating and Publication Tool

Crealing and pubiishing digital media online, print or to email. Full
formatting and layout funcliondiity. Ability to open/import and edit
histotical documents developed using Microsoit Publisher 2016,
Workforce Productivity

Tocls fo organise workloads and task scheduling, tracking, in a
single infegrated Workspace / Dashboard of all activities for team
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Functional

Requirement

Functional Requitements — Productivity Solution

Category e e
coficboration and productivity fracking.
Email an d E-Mail and E-Madil archiving Front-end
Archiving

The froni-end for accessing e-mails shall include (but not be limited to}):
° Plotform optimised experiences on phones (at least iOS and
Android), tablets, desktop/ldptop computers - in keeping with
latest operating system versions
Platform opfimized reading of e-mails
The: ability to undo mailbox actions such as defeting messages or
moving messages

s Address book funcfionality including ability to add contacts fram
other dpplications e.g., social media accounts (preferred)

° Search suggestions and refiners for an improved search
experience - anficipate what the user may be looking for,
contexiudlly-aware filfers including {but rict limited to} date
ranges, related senders

. Search across local, on-ine and archived mailboxes

o Rich link preview enabling users fo preview items pasted as a link
info messages - peek info the contents including video links

. Markers allowing users to keep essenfial e-mqils at the top of their
inbox and mark others for follow-up

» Integrate to accessibilily feaiures of the underlying operafing
system to accommodate users with special needs e.g., poor
vision, deafness and other physical disabilifies

o Set mailbox rules such as out of office message, forwarding,
automatic reply and delefion based on message content

° Users able fo block SPAM and PHISHING emails using deskiop
email client

o Allow forensic auditors to dccess e-mail for investigation purposes

E-mail Back End

E-mail back-end system cifering access to email, calendaring, security
and compliance features, high availabilify and seamiless support for
on-site, remote and mobile devices.

The e-mail backend system shall include secutrity and compliance
features including (but not be limited to):

Basic e-muail functionality
. Receive, read, compose and sending of e-mails as well as
calendaring, task management and contacts management.

Messaging policy and compliance

e Protect sensitive data and inform users of internal compliance
policies _

2 Set up policies to keep the organization safe from users who might
mistakenly send sensitive information to unauthorized people

. identity, monitor, and protect sensitive data through deep
content analysis

Email Transport rules
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.Functional
Requirement
_Category:’

Functional Requirements - Productivity Solution

¢ & & & 0

implement fransport rules fo take action on messages while in
fransit - offering a rich set of conditions, exceptions, and acfions,
which provides flexibility fo implemeént many types of messaging
policies

Sending Bulk emdails;

Infegrate with Anaiytic Tools for email fracking

Allow anfi-sspamming and anti-phishing rules;

Rule-based blocking of attachment file fypes;

Rule-based blackiisting of untrusted domains.

S/MIME (Secure/Muliipurpose Infemet Mail Extensions)

Send digitally signed and encrypted messages using S/MIME
Ensure that the message received in the inbox is the exact
message that started with the sender

Verify that the message is from the sender is and not from
someone pretending fo be the sender

Protection for messages af rest and in-transit

Administrative actions
Search for mailbox data across the organization
Manipulate mailboxes e.g., delete e-mail across the organisation

Transport Layer Security (TLS)
Encrypt the tunnel or the route between email servers in order to
help prevent snooping and eavesdropping

Mailbox audit logging

Track who logs on to the mailboxes in the organization and whai
dctions are taken

Particularly. frack access to mailboxes by users other than the
mailbox owner - delegate users

Specify which user actions {e.g., moving, or delefing a message)
will be logged for which type of logon (e.g. adminisirator,
delegate user, or owner)

Audit log entries must include client IP address, host narme, and
process or client used to dccess the mailbox

For items that are moved, the entry must include the name of the
destination folder

Administrator audit logging

Keep a log of the changes an administrator makes affecting the
organization

Track the person who made the change

Keep detailed records of the change that was implemented
Comply with regulatory requirements and requests for discovery

The e-mait backend system shall include high availability and
resifience features including {but not limited to};

E-mails must be accessible from various front-end solutions:

Fast, reliable, high availability and fault folefant e-mail service
Service health and performance monitoring and reporting
Solution design tc ensure 99.99% uptime

Able to integrate with leading Email Security Solutions.

Access email & calendaring natlively from mobile devices
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Functional Funcfional Requirements ~ Producitivity Solution
Requirement ' R TS
Category S T

(Android, Apple)

° Access from a desktop/iaptop computer using either:

. Full function access from a web browser or

. E-mail application deployed on the deskiop

® Ability o access e-miail while off-line

° Access from the City of Cape Town network or direcily from the
internet

E-Mail Archiving

All e-mails must be kept in an e-mail archiving system and be

accessible to authorised users in accordance with data classification

rules and in compliance with POPIA

The tenderer shall provide an e-mail archiving solution. Such sclution

shall include (but not be limited to):

° Automatic storage of all e=mails in read-only mode

o Compression of data to reduce storage capacily required

. Viewing of archived e-muails either via a plug-in from the e-mail
front end {preferred) or alternatively via a web browser

*  Migration, viewing and restoration of historical  archived
information - i.e., access fo the existing archives in Enterprise Vault

. Authenticate users and enable profiles fo be managed

° Allow active e-mail users 1o retrieve their own archived e-mails as
well as that of a proxy user

e Offer advanced search capabilities to locate relevant e-mails
making use of Dates, Text searching of the content, from, to and
subject fields

° Save attachments and be able to search for an aachment

. Exporting copies of selected e-mails

. Print selected e-mails

° Journaling of ALL email transactions

° Legal Hold

. Allow ferensic auditors to access e-mail archives for investigation
purposes

o Refiring of stored e-mdils

Unified Collaborétion and messaging software which allows people to work

Messaging and
Collaboration

together on projects over local and femote networks at the same time
and also embraces the communications platforms, including email,
instant messaging and deskiop videocanferencing.

The system shall provide unified messaging capability which includes
{but is not limited to):

° Presence and location status e.g., available, away, do not disturb
Integration with Email/Calendaring Tool

Setup RSVP on online meeting invitations;

Location based Presence Status

File fransfer

Deskiop remote control privileges in active sessions

Ability 10 be able fo report on the End-user-status over a period of
time

Transcribing content fo fext

s Preferably G729 level of compression for voice calls.

Peer-to-peer communication
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Functionadl

Requirement -

Cuategory

Functional Requirements — Productivity Solution

. Peer-to-Peer Voice calling
»  Peer-to-Peer Video Calling
° Peer-to Peer Instant Messaging

Desktop Conferencing / Collaboration
o Conference instant messaging and saving of the conference
chat
Conference Voice Cualling
Conference Video Calling
o Screen sharing
o Present deskfop
o  Present program. Allow individuals fo zoom and page-though
the presentatfion individually, point and draw in a shared
manner
o Play video including sound from shared screen
° Present Files
° White Boarding - collaborative editing/drawing on a shared
screen
] Quesiion and answers
. Polling - publish a guestion and allow participants to answer {text,
selection) with real time statistics (graph) and save the cufcome,
with audit logs {anonymous and identified poling)
o Secure Voting
o VYoiing must be femper proof
o Voling results be immediately available ofter fallying
Ability 1o stream live online meeting fo social media platforms
Meeting recording
Accommodate interactive large meefings {50 — 400 participanis)
Accommodate large conferences {cbove 1,000 attendees -
presenters vs attendees)

The messaging/conferencing solution shall be integrated fo enterprise
voice capabilities including (but not limited {o):

J Native infegration with existing PABX

o Native integration with existing Video Conferencing Platform.

» Ability to add various dialin rules

° Ahility to setup caller groups

s Ability to setup boss:secretary groups;

o Ability to setup hunting lines

° infegrate with Apple Mac, Windows and Android Operating
Systems

° Link land-ine number to the user's name, enakles fo
receive/make land line calls

o Calling an outside line to add someone during conference call

e Accept outside line fo dialinto a conference

® Billing integration - ability to bill voice calls to relevant depariment

- Softphone capability - it a phone call is received it must be able

to route to the user's sofiphone e.g.. on desktop computer or
mobile device
«  Solution design to ensure 99.99% uptime

Performance Reporting
° System Usage reporting; _
° Presence status reporting, e.q. location, availability
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Functional
Requirement
‘Cdtegory

Functional Requirements — Productivity Solution

B Ability to expéri Eo'gs o exi'sﬁng reporﬁng fools

External Video Conferencing
Desktop conference call solution must have the ability to join
boardroom based conference calls and joining via telephone

The conference cail solution shall include the capability to:

o Connect deskiop video conferencing to parfies outside the City
of Cape Town network thiough the existing Polycom platform
used in boardrooms

® Connect parficipanis fo the deskiop conference via telephone

Directory Service

The directory services management tool must handle authorisation of
users and devices through Industry leading Identity and Lifecycle
Management (LM} solutions.

The directory services managemen? solufion musi  provide
authenfication, managed group access, domain name services and
dynamic host conirol projocol and cerlificate services.

The directory services management solufion must  provide
authenfication methods including Kerberos, NTLM and PK| Cerlificates.

The directory management services solufion must fully support
applications and tools which are dependent on directory services
including those in scope of this tender and other dependent systems
such as SQL Server, ESRI Applications (GIS), Third Party Applications,
Custom Developed .net applications

The productivity solulion shall provide a Direcltory Services

Management tool to handle authorisation of users and networked

resources, such as Printers, Servers, Cedificates, etc. Such tool shall

include {but not be limited to):

s Integrafion  fo  Indusiry leading Identity and Lfecycle
Management {ILM) solution including single sign-on

° Handle authenfication of end users for front-end and/or backend
solutions

* Services, training, knowledge fransfer and charnge management
required o migrate fo the new system including migration tools to
move from current fo new system

. Seamless authenftication of employees working remotely

° Enforcement of policies and standardisation of the user deskiop
and server environments

° Privileged user access managed in a logical structure/hierarchy
through integrafion to Industry leading Privileged Access
Management (PAM) solutions

° Ability 1o restore deleted users and ofher objects. - maintaining all
previous relationships and privileges

. Ability to monitor and provide audit information on servers, users
logged in, password changes, group management activities etc.

° When given a usemame, the directory service should returns the
profile of the individual, which can include permissions for dala
access, as well as employee information,

o When given a machine name, the directory should return the
configuration of the hardware, including IP address.
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Fonctional
Requirement
_.Category

Functional Requirements ~ Productivity Solution

Ability to moni’rb_r cs'hd' 'mdin‘fc':i'n: c::éiive sub‘néfs dnd si’rés En's'uppor’r
of software distribution and monitoring
Solution design o ensure 99.99% uptime
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1.4.2 FUNCTIONAL REQUIREMENTS FOR BACK-END SERVICES AND MANAGEMENT OF
PRODUCTIVITY SOLUTION - DEVICE AND REAL-TIME MONITORING

The functional requirements for the Productivily Solution are-described below and tenderers must
respond as indicated for each fable.

These functional requirements definition is related to SCHEDULE B (B1.1) in secfion (5) Price
schedule of this tender document. The Tenderer must indicate in the column “Compliant Yes / No
/ Padially” whether the proposed solution adhere or can deliver on ALL the specified functional
requirement in each row. Where the proposed solution doesn’t meet the requirement or partially
meets the requirement, the Tenderer must clearly indicate which functional reguirements cannot
be delivered on and provide a response-or explanation how this situation can be mifigated.

The Tenderer can also add relevant information as an annexure o the tender response with a
clear reference to the item the informafion refers to. Please notfe clause 2,2.1 Eligibility Criteria
and 2.3.7. Test for responsiveness on this matter.

Software versions are for information purposes only. The laiest version must be used for
implementation. Where cloud offerings are proposed, please complete cloud assessment criteria
Table as specified in Schedule 155 of the tender. The information provided in Schedule 155 will not
be used for evaluation purposes.

Monitors virfualized and non-virtualized deskiops, servers, applications,

Device and operafing system and network devices for routine and non-roufine events,
Real-Time Event managers provide redl-time information for immediate use and log
Monitoring events for summary reporting used to analyse network performance.

The system shall provide real time device monitoting which includes (but is

not limited {0):

) A holistic view of the health of end points - operating system and the
applications running on it.

e End points include virtudlized and non-virfualized desktops, servers,
applications, operafing system and network devices

- Alliows for a proactive monitoring environment, detecting and
remediating potential failures before they occur thereby reducing the
impact fo end-users..

s Allows for isolation of monitoring activity according to logical business
units or technologies

° Viewing data for specific business units or fechnologies is defined via
role-based security,

° Alerts and other monitoring data can be viewed and edited fromr a
single console.

° Able to monifor server application specific services via a console, e.9.
uptime and resource thresholds. _

e Start and end various server and application fasks from the console.

° Provide a view of system performance, state and hedlth information.

» Integration with Industry leading Security Information and Event
Management [SIEM) solutions

e End-point device polling should be network efficient and not add ioad
fo the LAN /WAN., eic.

° The ability to consume aond interogate event logs from
multiple/various server operating systems

. Solution design to ensure $9.99% uptime
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Functional Functlional Reqmremenis Back-End Services and quagemenf of ihe
Requitement | o Produchvﬂy So!uhon
Catedory’ ' '

Long Term Bata store:

. Used fo stere historical datfa of the applications.

. Currently retained for period of time and then archived {circa 180
days) - idedlly longer but constrained to keep manageable (currently
in SQL}

Reporting:

. Used to generate reports of system health, state and performance.

. Scheduled reporting used for weekly or monthly reperis of system
hedlih, state and performance in various formats e.g., PDF, Excel,
HTML, WORD.

° Includes the use of custom reports.

Email/SMS notifications:
° Alerts nofification to designated individuals by email or SMS.

Audit Collection Services.
. Collecis specific Windows Audit Security log events from the Dormain
Conftrollers, 1o be used for guditing purposes.

1.4.3 FUNCTIONAL REQUIREMENTS FOR BACK-END SERVICES AND MANAGEMENT OF
PRODUCTIVITY SOLUTION ~ SOFTWARE IMAGING

The functional requirements for the Productivity Solution are described below and tenderers must
respond as indicated for each fable.

These functional requirements definition is related to SCHEDULE B {B1.2) in section (§) Price
Schedule of this tender document. The Tenderer must indicate in the column “"Compliant Yes / No
/ Parfially” whether the proposed solution adhere or can deliver on ALL the specified functional
requirement in each row. Where the proposed solution doesn't meet the requirement or parficily
meets the requirement, the Tenderer must clearly indicate which functional requirements caonnot
be delivered on and provide a response or explanation how this situation can be miligated.

The Tenderer can also add relevant information as an annexure o the tender response with @
clear reference to the item the information refers to. Please note clause 2.2.1 Eligibility Criteria and
2.3.7. Test forresponsiveness on this matter,

Software versions are for information purposes only. The latest version must be used for
implementation. Where cloud offerings are proposed, plegse complete cloud assessment criteria
Table as specified in Schedule 155 of the tender. The information provided in Schedule 155 will not
be used for evaiuation purposes.
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Funciional

Funcﬂonul Requsremenis Back-End Services and Munagemenf of fhe -

Reguirement _ Producimiy Soluhon
Preconf gure a worksfchon by overwnhng ’rhe msiclled operai:ng sysfem
Software with the same or different one, but combined with drivers, a selected set of
Imaging applications and settings reguired by the users,

The solufion shall offer software imaging including (but not limited to):

o Download image from licensing porfal and import into management

tool

0 Support current and future versions of Microsoft Windows
for example Windows 11

o] Import OS files and drivers info CS Management software

) Maintain a dafabase of drivers, software and firmware
downloaded

Build the image and configure the drivers and soitware

Configure steps to deploy the image o target devices

Test the build to specific targeted devices

Deploy the image fo fargeted devices -which may be specific

machines or groups os defined in the direcfory service managemenit

ool

Deploy OF version updates to targeted devices

Ability o update existing image {not over-write)

Ability o update software drivers and firmware

Manage the database of images e.g. a standard but diso specidlised

images for specific user types for secure management

PC hardware agnostic

Report on success/failure of deployments

Report on waorkstation health status

Ability to integrate with the proposed Software Deployment solution

Abllity o exportimages e.g. to USB or external drive

Ability to deploy the image over the intemet e.q. in remote working

scenario and low bandwidth networks {remote imaging)

Ability 1o perform zero-touch image deployment (OS and appilications)

. Ability to perform out of band remote management .

v Seamiessly cater for remote workiorce {e.g. remote working) with
employees being able to remotely deploy images as well as OS version’
updates

) Solution design fo ensure 99.99% uplime
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1.44 FUNCTIONAL REQUIREMENTS FOR BACK-END SERVICES AND MANAGEMENT OfF
PRODUCTIVITY SOLUTION - MOBILE DEVICE MANAGEMENT

The functional requirements for the Productivity Soluficon are described below and tenderers must
respond as indicated for each fable.

These functional requirements definition is related 1o SCHEDULE B (B1.3) in secfion (5) Price
Schedule of this fender document. The Tenderer must indicate in the column “Compliant Yes / No
/ Parlially” whether the proposed solution adhere or can deliver on ALL the specified functional
requirement in each row. Where the proposed solution doesn't meet the requirerment or partially
meets the requirement, the Tenderer must clearly indicate which functional requirements cannot
be delivered on and provide a response or explanation how this situation can be mitigated.

The Tenderer can also add relevant information as an annexure fo the tender response with a
clear reference to the item the information refers to. Please note clause 2.2.1 Eligibility Criteria
and 2.3.7. Test for responsiveness on this matter.

Software versions are for information purposes only. The latest version must be used for
implementation. Where cloud offerings are proposed, please complete cloud assessment criteria
Table as specified in Schedule 155 of the tender. The information provided in Schedule 155 will not
be used for evaluation purposes.
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1.4.5 FUNCTIONAL REQUIREMENTS FOR BACK-END SERVICES AND MANAGEMENT OF THE
PRODUCTIVITY SOLUTION - SOFTWARE DISTRIBUTION / UPDATES AND INVENTORY
MANAGEMENT

The functional requirements for the Productivity Sclufion are described below and tenderets must
respond as indicated for each table.

These functional requirements definition is related fo SCHEDULE B (B1.4) in section (5) Price
Schedule of this tender document. The Tenderer must indicate in the column “Compliant Yes / No
/ Partially” whether the proposed solution adhere or can deliver on ALL the specified functional
requirementin each row. Where the proposed solution doesn't meet the requirement or partially
meefts the requirement, the Tenderer must clearly indicate which functional requirements cannot
be delivered on and provide a response or explanation how this situation can be mitigated.

The Tenderer can diso. add relevant information as an annexure fo the tender response with o
clear reference fo the item the information refers to. Please note clause 2.2.1 Eligibility Criteria
and 2.3.7. Test for responsiveness on this matter.

Software versions are for informafion purposes only. The latest version must be used for
implementafion. Where cloud offerings are proposed, please compleie cloud assessment criteria
Table as specified in Schedule 155 of the tender. The information provided in Schedule 155 will not
be used for evaluation purposes.

" Functional Requirements - Back-End Services and Management of fhe
Pro ity Solut

| Au’rom_d‘fed dls’fnbuhoh .of cd[.. .deskfop b.osec.i sofﬁvdre. Th..is must include

Software reporting on success/failure and ability to view distributed devices and their
Distribution and | configuration (inventory) from a cenfral point.
Updafes

Such a solution must include (but not be limited to}):

Inventory _

Management ° Schedule and install software {and software updates and Device
Drivers) on previously identified and inventoried target devices either
automatically or as selected by the target user(s)

Ability to schedule non-critical updates outside business hours

Ability for user o postpone installation/reboot within the set parameters
Ability fo perform Power Management and configuration centrally for
all deskfops.

» Ability 1o filter and select fargets from the available inventory by various
criteria {e.g.. Business Unif, Device Type, Operating System, Available
Resources, Software License Availability, Geographic Location,
Computer Make and Model, Specific Hardware Instailed, etc.)

° Record and report on the success or failure status of each deployment,
and log state messages and error events fo facilitate-froubleshooting

. identify users and/or devices on the network that are potential fargets
for software deployment, and report on same = Inventory Reporiing,

o Accumulate data in a self-maintaining centfral database  (ie.,
auvtomatic purging of obsolete data), from which a mullitude of reports
can be drawn (i.e. Software Metering)

o Seamlessly cater for remote workforce (e.g. remote working} with
employees being able to receive updates remotely without having fo
connect to the City's network

° Ability 1o link User with device in the hierarchy / container, asset
mandagement e.g. how many devices assigned to a user.

° Remote Management of cliends
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Functional Funchonal Requirements - Back-End Services and Manugemenf of the
_ Requ:remeni _ Pl’OdUCi’iVIfY So{uhon ' :
- Category-. O ' :

Ability To tden’nfy Performcnce issues

Client Seif-hedling capabilities

Client online status —~ Is this device online and connected to the

network?

Client activity — Is the client communicating with the server?

Client health check — Periodic evaluation of the client

Obsolete s the device obsolete?

Clienthealth dashboard - Provide a dashboard with information about

the hedlth of clients in the environment.

° Gather hardware/software data about client computers, or to monitor
specific mission-crifical client computers in the organization

° Should report on audit device compliance , scan devices fo ensure

compliant with company policy, inventory reporis of applications,

software, and hardware.

Highlight possible root causes to assist with tfroubleshooting procedures

Solufion design fo ensure 99.99% uptime

e & o

e o © o

1.4.6 FUNCTIONAL REQUIREMENTS FCR BACK-END SERVICES AND MANAGEMENT OF THE
PRODUCTIVITY SOLUTION — VIRTUAL SERVER FARM

The functional requirements for the Productivity Solufion are described below and tenderers must
respond as indicated for each table.

These functliondl reguirements definition is related o SCHEDULE B (B1.5) in secfion (5) Price
Schedule of this tender document. The Tenderer must indicate in the column “Compliant Yes / No
/ Partially” whether the proposed solufion adhere or can deliver on ALL the specified functional
requirement in each row. Where the proposed solufion doesn’t meet the requirement or partially
meefts the reguirement, the Tenderer must clearly indicate which functional requirements cannot
be delivered on and provide a response or explanation how this situafion can be mitigated.

The Tenderer can also add relevant information.as an annexure to the fender responise with a
clear reference 1o the item the information refers to. Please note ciause 2.2.1 Eligibility Criteria
and 2.3.7. Test for responsiveness on this matter.

Software versions are for informafion purposes only. The lalest version must be used for
implermentation. Where cloud offerings dre proposed, please complete cloud assessment criteria
Table as specified in Schedule 155 of the tender. The informafion provided in Schedule 155 will not
be used for evalualion purposes.
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Functional Funchonal Requnrements - Back-End Services and Moncgemeni of ihe :
Requirement Core Produchvn‘y Applxcuiions DR
~ Category '

Virtual Server
Farm

Host ’rhe on~prern|se wriuol server form for new and ]egqcy bockend services
in a secure, scalable manner-offering high speed, fail-over, monitoring and
fask automation. The requirement is for a like for like replacement of the
current virtualised software environment and excludes hardware.

Migration of 10%: of existing servers must be included in the pricing and
project plan. This is a pilot as must cover a representative sample of all server

types.

The virtual server farm system shall include (but not be limited fo):

Vitual machine replication

»  Server forwards information about changes that occur on the primary’
virfual maehines to a second or third standby server.

. After a planned or unplanned failover from the primary server o the
replica server, the exiended replica server must provide business
‘confinuity protection.

° Seamless process — end users should not be aware of this.

. Off-line replication if required - to save network bandwidth.

Guest operating system suppont for both Linux and MS Windows Server
. Run Windows and Linux virfual machines side-by-side on the same host
machine,

Dynamic memory

s ‘'Hot' add and remove functiondlity without taking the server down.

o Ensure policy based dllocation of memory resources fo each virtual
machine.

Online VM storage migration and resize

. virtudl hard disks resized while the virtual machine is running.

° virtugl hard disks attached / migrated ‘while the virtual machine is
running.

Online backup

® Ability o backup running virtual machines to an online backup target
destination

o Use nafive data protection or a third-party backup solufion

Fail-Over Clustering

. Enhanced detection of network connectivity or other underlying host
issues

o i the physical host assigned io the virfual machine suffers a failure (such
as a faulty switch port or network adapter, or a disconnected network
cable), the failover cluster must move the virfual machine to another
node in the cluster to restore network connectivily.

e Solution design fo ensure 99.99% uptime

Stand-Alone host _
° Support stand-alone host servers that are not in a clustered
configuration

Virtual Machine Portability
e Export & Import of a running virtual machine from one host to another
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Functional |  Functiondl Requirements ~ Back-End Services and Management of the -
Requirement | - ~ Core Productivity Applications . oo

Migration (individual machines)

. Transparenily move running virtual machines from one host to another
without perceived downtime -online migration (live migration)

o Offline migratfion - export to another media (e.g.. copy to disk) and
import on the other side.

Vitual Machine Management Tools

. Administrative tools to manage hosts and virtual machines (VMs) both
locdlly and remotely

. Dashboard / view of performance, errors and alerts

. Available remotely - another server or desktop can connect to the host
being managed

] Execute tasks manually

Task automation

o Automation of management tasks e.g. provide sequencing for
multiple servers on host.

° Prioritise servers over others.

. Automation for dependent systems e.g., backup.

° Drive the steps from an external system or from within the consoie.

Support options

Secure Boot {enabled by -default)

Booft from a SCSI virtual hard disk

Boot from a SCSI virtual DVD

PXE boot by using a standard network adapter
UEF firmware support

Shared Virtual hard disk
° Shared virfual hard disks enable muliiple virtual machines to access the
same virtual hard disk file.

Modifying and re-sizing virtual disks

o Resize virtual hard disks while the virtual machine is running

. Enabling an adminisirator to perform configurafion and maintenance
operations while the virlual machine is online: or the virtual hard disk
data disk is in use.

start order priority for clustered virtual machines

o Guest VM start-up sequencing.

» Also relevant to single instance host - prioritise servers and boot
seguencing.

Checkpoint or saved state
» Fully functional point in time” image” of a virtual machine, which can
be resiored fo af a later stage.

Management

. Network diagnostic and froubleshooting tools.

. Generate reports and stats.

v Command line interface to manage virtual machines.
. Facilitate scripting of tasks
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1.47 FUNCTIONAL REGUIREMENTS FOR BACK-END SERVICES AND MANAGEMENT OF THE
PRODUCTIVITY SOLUTION —~ NETWORKED SERVICES

The funciional requirements for the Productivity Solution are described below and tenderers must
respond as indicated for each table.

These functional reguirements definition is related fo SCHEDULE B (B1.6) in section (5) Price
Schedule of this tender document. The Tenderer mustindicate in the column *Compliant Yes / No
/ Parfially” whether the proposed solution adhere or can deliver on ALL fhe specified functional
reguirement in each row. Where the proposed solution doesn't meet the requirement or parfially
meets the requirement. the Tenderer must clearly indicate which functional requirements cannot
be delivered on and provide a response or explanation how this situation can be mitigated.

The Tenderer can also add relevant information as an annexure o the tender response with a
clear reference fo the item the information refers to. Please note clause 2.2.1 Eligibility Criteria
and 2.3.7. Test for responsiveness on this matter.

Software versions dre. for information purposes only. The latest version must be used for
implementation. Where cloud offerings are proposed, please complete cloud assessment criteria
Table as specified in Schedule 155 of the tender. The information provided in Schedule 153 wilt not
be used for evaluation purposes.

quirement
ategory

The solution shall provide networked services including but not limited to:
Nelworked o Queue Base Printing

Services Dynamic Host Control Protocol (DHCF)

DNS name resolution

Network File Share Service

Solution desigh 1o ensure $9.99% upfime
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1.4.8 FUNCTIONAL REQUIREMENTS FOR BACK-END SERVICES AND MANAGEMENT OF THE
PRODUCTIVITY SOLUTION — BULK SM$

The functional requirements for the Productivity Solution are described below and tenderers must
respond as indicated for each table.

These functional requirements definition is related to SCHEDULE B {B1.7} in section (§) Price
Schedule of this tender document. The Tenderer must indicate in the column “"Compliant Yes /
No./ Partially™ whether the proposed solution adhere or can deliver on ALL the specified functional
requirement in each row. Where the proposed solution doesn't meet the requirement or partially
meets the requiremnent, the Tenderer must clearly indicate which functional reguirements cannot
be delivered on and provide a response or explanation how this sifuation can be mitigated.

The Tenderer can also add relevant information as an annexure o the tender response with o
clear reference to the item the information refers to. Please note clause 2.2.1 Eligibility Criteria
and 2.3.7. Test for responsiveness on this matter.

Software versions are for information purposes only. The latest version must be used for
implementation. Where cloud offerings are proposed, please complete cloud assessment criteria
Table ds specified in Schedule 155 of the tender. The information provided in Schedule 158 will not
be used for evaluation purposes.

- Funictional Rex 'U|remenis'1 Back-End Services and Managemeni of th
P duciw’ y So!uhon o

Cdfegpry

The solution shall offer:

Bullkk SMS

Basic message o fealure — emdil 1o mobile phone {SMS)

SMS Solufion Integrafion with internal applications, i.e. moniforing

applications, SAP, Exchange, etc.

Allow web interface for sending of SMS

Application or Plugin for SMS sending SMS

Enabling Application plugin for sending SMS

Message to smartphone - data nofification via application

Enabling the sending of single SMS exceeding the 160 character limit.

Short-code — allowing the sending of SMS to .a 5 digit number, e.g.

31373

Reverse billed SMS — allowing the City o pay for all SMS send to the City

Reveise billed Short-code — Enabling the City to pay for SMS send 1o the

City

Long-code — enabling the City with dedicated long code for SMSs

e Enabling the Ciiy with USSD

) Endbling the City with Reverse billed USSD —The Cily to pay for all USSD
fransactions..

° Detailed reportfing on SMS usage across all SMS feafures and
functionglifies

e Solution design to ensure 99.99% uptime

The bulk SMS functionalify must be integrated with the front end e-mail
solution provided. This includes but is not limited fo:

° Receive SMS in a user's mailbox
* Send bulk SMS messages fo contacts that have mobie numbers
associated
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Functional
Requnremeni
Category -

Functional Requitements - Back-End Services and quugemeni of ihe
Produchvﬂy Soluiton o

Mompulcxfe SMS c:omczc’r hsfs exfernally and lmpon‘ ’ro The sysfem for
sending
Sending SMS from applications
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1.6.2 Requirement for the Implementation of the Productivity Solution

The following provide of the requirements and deliverable for the full implementation fo go-live of
the Productivily solution. The phases and deliverables identified here are dligned with the CCT
Project Management Office methodology for implemeniation projects and tenderers dire
required o be familiarised with these requirements when responding o Schedule C in section (5)
Price Schedule

The tenderer arerequired 16 list dil pre-requisites / dépendencies thdt needs fo be in place in order
for the proposed solution to be implemented. Please respond to this requirement in Schedule 15U
of the tender.

Implementation | Implemeniation encompasses alf the post-sale processes involved in the.
Productivity Solution operating properly in its environment.

The expected duration for impiementation of all solutions {core and back-
end) are 24 months followed by a 3 month post go-live support period.

Implementation encompasses all processes involved o ensure itis
operating properly:

a) Discovery and Planning
s Assessing the current environment and planning upgrades/replacement
to the new proposed solutions

b) Design
« Archifectural resilience o ensure 99.9% uptime

¢} Build and Implement
+ Implementation and configuration of proposed solution

d} Tesfing
¢ Testing of proposed solution, minimising disruptions to the City

e) Deployment/Roli-out
+ Al software is fully corifigured, réady for use and deployed to the
relevant users

f) Migration, Infegration and Re-Development

o Al users migrated and ready fo use the new systems

+ Any data migration tasks associated with decommissioning of legacy
systems in place of the new proposed solution as part of this tender
response

« Templaies and standard documents must be migrated and made
available for use

» Infegration and fouch points must be investigated, re-tested, updated
and documents migrated ds applicable.

g) Change Managemeni

» Organizational change management related té infroduction of the new
solution - after completion, the. organization must be reddy to continue
operafing as before

+« Change Management includes any interventions that would assist and
ensure the end-user remains productive whilst and post implementation
of the hew solutions. Interventions can include but notlimited to:
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videos

end-user guides

demonsirafion sessions

self-help communications

o training

o Thelevel of Change Management o be sufficient that most users will not
require subject specific classroom based training o switch to the new
solution

C 0 00

h) Training
o [S&T support staff are appropriately trained as detailed in Schedule D

i) Support
« Provide apprepricie level of support ds detailed in Schedule E
s« Enhanced three month period of support post Depioyment

The fenderer io provide:
a} high level plan including all above processes where applicable for
each scope item.
b] All-encompassing plan to be provided indicating sub-durations and
proposed sequencing of scope implementations

¢ Deal effectively with migration of power users who have complex

Productivity B )
front end documents and make use of advanced functionality
« Configure package and roll-out of the productivity fcols on the
Software distribution platform
« Staff communications and Change Management
« Training as per Paragraph 13.6.3
o Support as per Paragraph 13.6.4
Expecled maximum implemeniation duration: 12 months
Email and Email:
Archiving

¢ 80% users and mailboxes migrated to new emait system {Back-end and
Front-end respectively] by Sl

o Theremaining 20% o be done operationally by CCT {Back-end and
Front-end respectively) Sl remain responsible for knowledge transfer
and execution.

« Prepare the new system and infroduce coexistencé with the old system

Expected maximum implementation duration: é months to platform
readiness

Total maxirmum project duration 18 months, including all migration

Archiving:
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» Migrate from Enterprise Vault 6518 {65% to 75% compressed)

Total maximum project duration 18 months, including all migration

Unified
Messaging and
Collaboration

* Al users fransitioned to new messaging and collaboration system
(Back-end and Front-end respectively) by i)

« Integrafion between legacy and new messaging.and collaborafion
systems to be in placé tor duration of the fransifion period Integration of
messaging info hew e-mail system e.g. calendars, presence

+ Decommissioning of the old environment

Total maximum project durafion 12 months

Directory e Integrafion with Idendity Lifecycle Management [ILM}.system in terms of
Management Authentication
Service _
» |Implement Directory Management Seérvice including migration of users
Expected maximum impltementation duration: ¢ months
Additional « Dedal effeciively with migration of power users who have complex
Productivity documenis and make use of advanced functionality
Software
+ Configure package and roll-out of the respective software on the
Software distribution platform
« Staff communications and Change Management
* Explain process for ordering additiondl software with timeline and
distribution mechanism to make it available to relevant end user (all)
» Expected duration of packaging and configuration: 2 Weeks
Device and ¢ Install and configure the backend platform
Real-Time
Monitoring ¢ Roll-out to 500 servers
» Roll-outfo 5000 PC's
Expected maximum implementation duration: 3 months to platform
readiness
Total maximum project duration 12 months, including deployment / roll-out
Software e Install and configure the backend platform
Imaging

e Roll-outof Image to 15000 end points

Expected maximum.implementation duration: 3 months to platiorm
readiness

Total maximum project duration 6 months, including deployment / roll-out
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communicate:
with the
backend
systems

supported by on-site  intervention where
appropriate.

Guiding/Assisting of L1 based on findings on L1
investigatfion / logs-etc, confirmed by L1 and on
agreement with incident manager.

Resolve the mdijority of complex configuration
problems by froubleshooling

Resolution of most Hordware, and Soffware
problems

Analyse traces and diagnostic data when
dppropriate as supplied by L1

Generate workarounds for Hardware and
Sottware bugs [where present or if alternate
functiondlifies cllow it} and iroubleshooling
bugs that were not diagnosed or resolved by L1
Plan and Resclve Hardware and Software bugs
in collaboration with L3 and/OSM support.
btscalate unresclved Problems. in a  timely
magnner to.

Upload, install and deploy firmware updates or
bug fixes on instruction of vendor

Testing of updates and firmware.

Provide access details fo L3

Provide rool cause fo Technicol Operation
Cenfre

level 3 These are jssues | Senior Perform «all Level-0,1 &2 Engineer functions

Technical that are Professional including the following:

Support troubleshoot Engineer Providing support and giving advice to Level 2

Engineer and resolve by upon reguest in order to solve severe problems.
System Assistance of L2
engineers, Escalation o OSM suppliers when necessary.
Example are Providing scftware pafches and
communication implementation procedures to Level 2 support
between and/or assist when necessary.
fileservers and Provide enhanced technical support services,
SAN; and end-to-end network support to investigate
communication and resoive complex problems.
issues between Camry out a focused analysis toking into
a backend account the diagnosis results and actions
system and the already undertaken by Level 2 team
internet, or Take the appropriate corective actions or
when system determine workgrounds for problem
outage is neutralization
affecting more Provide root cause fo Technical Operations
thain 90% of the Centre
user community

1.6.4 Requirements for Maintenance and Support Services on the Productivity Solution
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Architect

5+ years relevant experience

Senior Architect

10+ years refevant experience

Subject matter
experf

5+ years relevant experience

Senior Subject
matter expert

8+ years relevant experience

78




1.7 TRADE NAMES OR PROPRIETARY PRODUCTS

Bid specifications may not make any reference to any particular frade mark, name, patent,
design, type, specific origin or producer, unless there is no other sufficiently precise or intelligibie
way of describing the characteristics of the work, in which case such reference must be
accompanied by the words "or equivalent”,

TENDERERS MUST NOTE THAT WHEREVER THIS DOCUMENT REFERS TO ANY PARTICULAR TRADE MARK,
NAME, PATENT, DESIGN, TYPE, SPECIFIC ORIGIN OR PRODUCER, SUCH REFERENCE SHALL BE DEEMED
TO BE ACCOMPANIED BY THE WORDS ‘OR EQUIVALENT"

1.8 EMPLOYMENT OF SECURITY PERSONNEL

All security staff employed by the supplier on behalf of the CCT or at any CCT property must be
registered with Private Security Industry Regulatory Authority [PSIRA). Proof of such regisiration must
be made available to the CCT's agent upon request,

1.9 FORMS FOR CONTRACT ADMINISTRATION
The supplier shall complete, sign and submit with each invoice, the following:

a}  Monthly Project Labour Report (Annex 1).
b)  B-BBEE Sub-Conftract Expenditure Report (Annex 2).
c) Joint Venture Expenditure Report (Annex 3).

The Monithly Project Labour Reporf must include details of all labour (including that of sub-
confractors) that are Soulth African cilizens earning less than R350.00 per day, as adjusted from
time fo fime {excluding any benefits), who are employed on a temporary or contract basis on this
coniract in the month in guestion.

In addifion to the Menthly Project Labour Report the Supplier shall simultaneousty furnish the CCT's
Agent with copies of the employment contracts enfered into with such labour, together with
cerfified copies of identificalion documents, proof of attendance in the form of attendance
register or fimesheets as well as evidence of payments to such labour in the form of copies of
paysiips or payroll runs.  If the worker is paid in ¢ash or by chegue, this information must be
recorded on the envelope and the worker must acknowledge receipt of payment by signing for
it and proof of such acknowledgement shall be fumished to the CCT's Agent.

The Monthily Project Labour Reports shall be completed and submitted in accordance with the
insfructions therein.

The B-BBEE Sub-Contract Expenditure Report is required for monitoring the supplier’'s compliance
with the sub-contracting conditions of the Preference Schedule.

The Joint Venture Expendifure Report s required for moniforing the joint
venture's/consortium/parinership compliance with the percentage contributions of the pariners
as tendered, where the joint venture/consortium/partnership has been awarded preference
points in respect of ifs consolidated B-BBEE scorecard.
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TENDER RO: 386512021522

{11) OCCUPATIONAL HEALTH AND SAFETY AGREEMENT

AGREEMENT MADE AND ENTERED INTO BETWEEM THE CiTY OF CAPE TOWN (HEREINAFTER
CALLED THE “CCT"} AND

First Tachnology (PYtL . e e s
{Suppleriandatary/ Company/CC Name)}

IN TERMS OF SECTION 37(2) OF THE OCCUPATIONAL HEALTH AND SAFETY ACT, 85 OF 1953 AS
AMENDED.

renir e, TEPRESENLING

Farsl Technology {Ply) Lid
vereeene 5 25 AN gmployar

in its cin sight, do hereby undartake fo ensure, as far s & reasonably practicable, that all work vl be
pedarmed, and all squipment, machinory or plant usad in such a manncr as to comply with the provisions of
tha Decupational Health and Safaty Act (OHSA) snd the Regulations promulgaled thereunder,

| furlhermore confirm thal | amiwe are registered with Ihe Compensation Commissioner and 1hat all reqistration
and assessment monles due to the Compensation Commissioner have been Tully paid or that ['We are insured
with an’ approved licansed compensation insurar.

COI ACT Registration Mumbaer: _ s bt b b e ex e ee ey pas s g ae s

OR Compensation Insurer ... - ........................ Policy NO.. oo - .....................
[ undenaia te appoint, where required, suitable compatent persons, in wilting, in leems of the requirements of
OHS5A and the Regulations ard to charge himithem with the duty of ensuring thet the pravisions of GHSA and
Regulations as well as the Councif's Special Conditions of Canfract, Way Leave, Lock-Dul and Work Parmil
Procedures are adhered 1o as far Bs reasonably practicable.

! further undertake to ensura that any stboonfracters employved by me will enter into an accupalional heallh
and safely agreement separalely, and that such subconiragtors comply with the conditions sed,

I hereby declare that | have read and understand the Occupational Health and Safety Specifications contained
in thic fender and undertake to comply therewith atall times.

| hereby atso undertake to comply wilh the Octupationa! Health and Safely Specification and Plan submilted
and approved in terms therent.

149
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